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This document reflects the general cyber and information security implemented at District 86. 

This document is not a comprehensive list of all digital security items, products, and solutions in use.

• Next Generation Firewalls
• Content Filtering Systems
• Granular Access Levels
• Data Backup Processes
• Multiple Data Centers
• Detection, Prevention, Protection
• Systems Analytics

• Awareness Training & Drills
• Digital Literacy & Citizenship
• Multi-Factor Authentication
• Granular Permissions
• Student Safety Monitoring
• Role-based Internet Access

• SPAM 
Filtering

• Encryption
• Student 

Limitations

• FERPA
• SOPPA
• COPPA
• CIPA
• Data Privacy 

Agreements

• Anti-Virus/Anti Malware
• Limited Admin Rights
• Monitoring & Tracking
• Endpoint Detection & Response

Email

• Detection, Identification
• Mitigation
• Recover
• Monitor

• NIST Cybersecurity Framework
• Cybersecurity Maturity Model
• Policies and Procedures
• Incident Response Plan and Systems
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